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WebDirect Configuration Guide

(The following graphics are screen shots from Microsoft® ISA Server 2004/2006 which is the property of Microsoft Corp. and are
included here for instructive use. Some images illustrate WebDirect, which is the property of Collective Software.)
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Problem Statement

This guide is a walkthrough of how to configure an ISA 2004 server with WebDirect so that we can
publish an internal server over HTTPS, and cause all requests over HTTP to redirect to HTTPS.
Because we wish to map the incoming requests exactly (including the entire URL) we will need to
preserve the path information across the requests. For example, take the following scenario:

® Our internal server is at [P address 192.168.6.3 and is configured to serve requests to the
intranet over HTTP with the internal DNS name “example.com”

® We wish to publish this server to the internet, but secure all access over HTTPS.

® We need all requests for “http://example.com/*” to be redirected to “https://example.com/*”
(where * is any valid URL).

® Even trying to solve this problem via ISA Link Translation, the initial request coming in to
HTTP cannot be mapped properly. Furthermore, our server generates emails with links in the
form “http://example.com/etc/etc” which would ordinarily not work for access outside the
firewall.


http://www.collectivesoftware.com/

Solution Overview

In the following sections, we will walk through setting up the WebDirect product in our ISA
environment, configuring the HTTPS web server publishing rule, and then configuring a special
redirector publishing rule that will match HTTP requests and redirect them to the primary publishing
point.

Note: The only part of our ISA configuration that will be different from a standard publishing scenario
is the addition of an HTTP Redirector publishing rule. If you already have your web publishing
configuration working, then you can install WebDirect and then skip to Publishing the HTTP
Redirector Rule section.

WebDirect Installation

i’,? Collective Software WebDirect ¥1.0.1 Setup |

Choose Setup Type
hoose the setup tyvpe that best suits vour needs

Typical

Installs the mosk common program features, Recommended For
mosk users,

S — Custom
EG% Allows users to choose which program Features will be inskalled

and where they will be installed, Recommended far advanced
LsErs,

E ; Complete
E&E Al program Features will be installed. (Requires most disk,
! Space)

< Back | MERE = Zancel |

The WebDirect installer’s “Typical” settings assume that your ISA installation is in the default location
(C:\Program Files\Microsoft ISA Server) and that you wish to install both the Web Filter and the User
Interface components on the server. You can change any of these items by selecting the “Custom”
install mode:



fi Collective Software WebDirect ¥1.0.1 Setup |

Custom Setup
Select the way wou want Features to be installed,

Click on the icons in the tree below to change the way Features will be installed.

bruare WebDireck
WehDirect web filker
WehDirect interface

This feature reguires OKE on your
hard drive. It has 2 of 2
subfeatures selected. The
subfeatures require YI0KE on yo..,

Location of MicrosoftE IS8 Server Inskall:

ZiYProgram Files\Microsoft 154 Server!, Browse |
Reset Disk Lsage | < Back I Mexk = l Cancel |

You must install at least the “WebDirect web filter” component on the ISA server itself. If you are
using Enterprise Edition, this installer must be run separately on each of the ISA servers in your array.

You should install the “WebDirect interface” on all machines from which you will administer your ISA
enterprise. This component enhances the ISA console’s “Web Publishing Rule” properties dialog and
allows you to configure the WebDirect filter’s functionality.

In the event of install difficulties, the Windows Event Log (Application section) will usually contain
more information about the problem, and should be sufficient to resolve the issue in most cases.

Publishing the real server via HTTPS

First, we need to actually publish our server so that the redirector will have a target! Select the
“Publish a Secure Web Server” task from the Firewall Policy tasks panel:

Firewall Policy
Tasks

=) Create Mew Access Rule

=) Publish a ‘Web Server

¢ =f Publish a Secure Weh!

Name the publishing rule (however you see fit):



551 Web publishing rule name:

example, cam|
To continue, click Mesxk,

Our real server on the intranet just serves HTTP, so we’ll terminate the SSL at the ISA server by using
SSL Bridging:

Publishing Mode
Specify whether 158 Server inspects and filkers requests ko the \Web site,

conkent.

" 551 Turneling
154 Server relavs unmodified encrypted traffic to the published \Web server,

Our rule is to allow access:

Lelect Rule Action
Specity how you want thiz rule to respond

Action ta take when mile conditions are met;

Once again, the real server doesn’t support HTTPS, so chose “Secure connection to clients”:

Bridging Mode
Specify which connections will be secured,

% Secire connection ko clients:

I5A Server will accept requests from clients owver a secure (HTTPS) connection,
and forward requests to the Web server over a standard (HTTP) conneckion,

£~ Secure connection ko Weh server

IS4 Server will accept requests from clients over a skandard (HTTP) connection,
and forward requests ko the Web server over a secure (HTTPS) connection,

" Secure connection ko clients and Web server

154 Server will accept requests from clients ower a secure (HTTPS) conneckion,
and forward requests ko the Web server over a secure (HTTPS) conneckion,

Our server is at 192.168.6.3. We want the host header it receives to be “example.com” though, so we’ll
check the Forward option:



Define Website to Publish

Specify the computer (Web server) on which the website is located, You can
publish the entire website or limit access to a specified Folder,

Computer name or IP address: I 192.165.6.3 Browse. .. |

¥ Forward the original host header instead of the actual one {specified above), |

Enter the name of the File or Folder wou want to publish, To include all Files and subfolders
within a folder use [*, Example; Folder/*,

Path; I

Users on the internet will connect to our published server via the host name “example.com’:

Public Name Details

Specify the public darmain name (FODM) or IP address users will byvpe to reach the
published site,

Accept requests For: his domain name {type below):

Only requests for this public name or IP address will be Forwarded to the published site. For
exarmnple wia, microsaft, comm,

Public name: I example.com

Path {optional): I

Let’s assume we don’t have our SSL listener set up yet and do that next:

Select Web Listener

The Weh listener specifies the IP addresses and port on which the 154 Server
computer liskens Far incoming Yeb requests,

Web listener:

| =] Edt.., |

Listener properties:

| Properky | Walue |

Of course we need a name:



Welcome to the New Web
Listener Wizard

Thiz wizard helps vou create a new YWeh listener.

YWeh listeners are uzed in Web publizhing rules.

AwWeb listener specifies the IP addresszes and port on
which the |54 Server computer liztens for incoming 'web
requests.

Weh listener name:

HTTPS for example.con

Tao continue, click Mext.

In your enterprise, you will probably want to limit your listener’s IP addresses, but for this example,
we’ll just choose all external:
IP Addresses

A'wdeh listener can include all IP addresses aszaciated with a netwark an the 154
Server, or you can zelect zpecific IF addresses.

Lizter for requests from these nebworks:;

Selected 1Pz
<4l 1P addre
<Al [P addreszess

I arne

O =% Intemnal

Ours will be an SSL listener:

Port Specification
Specify the port that the |54 Server computer will uze to lizten on the selected IP
addrezzes for incoming Yeb requests.

~HTTF
[~ Enable HTTF

HTTF part; |5':'

e
W Enable 55L

S5L port; 443

example com

Certificate;

You must choose your SSL Certificate at this stage. If you are working in a test environment and need
some assistance getting that process going, check out this excellent MS TechNet resource for how to

grant and install a certificate (specifically Appendix B may be helpful).

Now we have set up and chosen our listener, and are back to the SSL Web Publishing rule wizard. In
our example, we tell ISA to allow access to anyone on the internet to access our server over SSL. (The


http://www.microsoft.com/technet/prodtechnol/isa/2004/plan/digitalcertificates.mspx
http://www.microsoft.com/technet/prodtechnol/isa/2004/plan/digitalcertificates.mspx

server itself will then authenticate them securely and allow or deny access):

User Sets

You can apply the rule ko requests from all users, Or, wou can limit access to
specific user sets,

This rule applies to requests from the Following user sets;

E—,.ﬁ.ll Users ||
And that is the last step. After applying these changes, internet users should be able to type
“https://example.com” and arrive at our server’s home page. Of course, this example assumes that you
control the domain name “example.com” and have correctly pointed that DNS entry to your ISA
server’s SSL listener IP address.

Publishing the HTTP Redirector Rule (ISA 2004)

We must add a redirector rule so that any HTTP requests for example.com will be told to go to the
HTTPS listener we just set up. Start by creating a Web Publishing Rule (similar to above, but not a
Secure rule this time):

Firewall Policy
Tasks

=) Create Mew fccess Rule

Give it a suitable name:

"Wieb publishing rule name:

IHedirect for example. conl

To continue, click Mest.

Our rule is to allow access:

Select Rule Action
Specify how you want this rule to respond

Action ta take when mile conditions are met;

............

We will be “publishing” a redirect to “example.com”. This screen signifies the name of the server that
will be sent in the redirect request (we will see later where this appears in the WebDirect dialog):



Define Webszite to Publizh

Specify the computer M'eb zerver] on which the webszite iz located. You can
publizh the entire website or imit access to a specified folder.

Computer name or |P address: Ie:-:ample.u:u:un‘l Browse. . |

[ Forward the ariginal host header instead of the actual one [specified above).

Enter the name of the file ar folder vou want to publizh. To include all files and subfolders
withiry a folder uze /. Example: folders™.

Path: I

We want this rule to match requests for http://example.com:

Public Hame Details

Specify the public darmain name [FADM] or IP address uzers will tppe ta reach the
publizhed zite.

Acept requests for: IThis domain narme [bpe below]: ;‘

Cinly regquests faor thiz public name or [P address will be formarded to the published site. For
example v, microzoft com.

Public: hame: Ie:-:ample.u:u:un‘l

Fath [optional]; l

Next, choose (or set up) a listener for HTTP. In our case we are redirecting to the same host name, so
make sure the listener is set up for the same IP address(es):

Select Web Listener

The*Web liztener specifies the IP addrezses and port on which the 154 Server
computer liztens for incoming 'Web requests.

wieb listener:

external liztener

Lizstener properties:

Mew,
Froperty | Walue -
Description
Metwiorks Eutemal
PartHTTF) an
PartHTTPS) Dizabled .
Althentication methods  [nteagrated
Ahwanz authenticate Mo L!

All users should be allowed to hit http://example.com in order to be served the redirect response:



User Sets

Yol can apply the rule to requests Fram all users, Or, wou can limit access to
specific user sets,

This rule applies o requests From the Fallowing user sets;

Al Users

Now we have our redirector rule all set up. But at the moment, ISA thinks that there really is a server
on your intranet that answers to the DNS name of “example.com”. This is where WebDirect comes in.

Publishing the HTTP Redirector Rule (ISA 2006)

We must add a redirector rule so that any HTTP requests for example.com will be told to go to the
HTTPS listener we just set up. Start by creating a Web Publishing Rule (similar to above, but not a
Secure rule this time):

Firewall Policy
Tasks

=] Create Mew Access Rule

Give it a suitable name:

Web publishing rule name:

IHedirect for example. conl

To continue, click Wext,

Our rule is to allow access:

Select Rule Action
Specify how wou want this rule to respond when the rule conditions are met.

Ackion ko take when rule conditions are met:
@ .

With this option selected, incoming requests matching the rule conditions will be allowed,

" Deny

With this opkion selected, incoming requests matching the rule conditions will be denied
and the traffic will be blocked.

Single web site:



Publishing Type
Select if this rule will publish a single Web site or external load balancer, a Weh
server Farm, or mulkiple Web sites,

&% Publish a single Web site or load balancer:

I=e this option ko publish a single YWeb site, or ko publish a load balancer in Fronk of
several servers,

Help about publishing a single Web site or load balancer

You can select non-secured on the next step (irrespective of whether your redirect rule will listen or
redirect to https).

Server Connection Security
Choose the bype of connections 154 Server will eskablish with the published \Web
server or server Farm,

" Use 550 to conneck ko the published Weh server or server = =
Farm | - |

httpzs
158 Server will conneck ko the published Web server ar =
server Farm using HTTPS (recommended).
¥ 1)ze non-secured connections to connect the published 1 1
eb server or server Farm 1 D y
= hittpes -

154 Server will conneck ko the published \Web server ar
server Farm using HTTP.

We will be “publishing” a redirect to “example.com”. This screen signifies the name of the server that
will be sent in the redirect request (we will see later where this appears in the WebDirect dialog):

Internal Publishing Details
Specify the internal name of the Web site you are publishing,

The inkernal site name is the name of the Web site wou are publishing as it appears internally.
Typically, this is the name internal users type into their browsers to reach the Web site,

Internal site name: example.com

ISA Server may not be able to connect ko the server hosting the published Web site unless its
computer name or IP address is specified, For example, the computer name ar IP address
must be specified if IS4 Server cannok resolve the internal site name.

[T Use a computer name or IP address ko connect ko the published server

Compuker name ot IP address: Browse, ., |




Skip the “Path” dialog for now:

Internal Publishing Details

Spercify the internal path and publishing options of the published Web site, You
can publish the entire YWeb site, or limit access to a specified folder,

Enter the name of the file or Falder waou wank ko publish, Ta include all files and subfalders
within a folder use [*, Example: Folder®,

Path {optional}; I

Based on your selection, the following \Web site will be published:

web site: I http:/fexample.com

[ Forward the ariginal host header instead of the ackual ane specified in the Internal site
name field on the previous page

We want this rule to match requests for http://example.com:

Public Name Details

Specify the public domain name (FODM) or IP address users will bype to reach the
published site,

Accept requests for: IThis domain name (kype below): j

Only reguests For this public name or IP address will be Forwarded to the published site.

Public name:; I excample. com

Example; v, contoso. com

Path {optional): I

Based on wour selections, requests sent ko this site (host header walue) will be accepted:

Site: I htkp: ffexample, com)

Next, choose (or set up) a listener for HTTP. Make sure your listener does not use authentication:

Authentication Settings
Select how clientz will authenticate to |SA Server, and how [SA Server will validate
their credentialzs.

Select how clientz will provide credentialz to 154 Server:

o Authentication

When you are going to redirect HTTP to HTTPS, you should never let the HTTP listener do
authentication. This way, you do not risk sending credentials unencrypted. (The HTTPS listener will



do your authentication after the redirection has taken place). The key to remember is that the HTTP
traffic will be “caught” at ISA server and bounced back to the browser with a redirect command.
Therefore it is not necessary to authenticate or secure this traffic, as it will never “get past” the firewall
into your organization.

In our case we are redirecting to the same host name, so make sure the listener is set up for the same IP

address(es):
Select Web Listener
The Weh listener specifies the IP addresses and port on which the 154 Server

computer listens For incoming Web requests,

Weh liskenet:

exkernal liskener

Listener properties:

e
Property: | Yalue |
Descripkion
Metworks Exkernal
Part{HTTF) &0
Port{HTTPS) Disabled
Authentication methods Mo Authentication

As per above, the HTTP redirect rule will not be doing any authenticating:

Authentication Delegation

Authentication delegation is the method 154 Server uses to authenticate the
session it opens with the published site,

Select the method used by 158 Server to authenticate to the published Web server;

o delegation, and client cannot authenticate directly

All users should be allowed to hit http://example.com in order to be served the redirect response:

User Sets
Yo can apply the rule to requests Fram all users, Or, wou can limit access to
specific user sets,

This rule applies to requests from the Following user sets:

-E—,.ﬁ.ll Users

Now we have our redirector rule all set up. But at the moment, ISA thinks that there really is a server
on your intranet that answers to the DNS name of “example.com”. This is where WebDirect comes in.

Configuring WebDirect on the Redirector Rule

Select the properties item of the redirector rule we just configured above. If the WebDirect interface is
installed, all web publishing rules should now contain a WebDirect tab:



Redirect for example.com Properties |

Pathz | Bridaing | |lzers | Schedulel Lirk:, Translatiu:unl G: WebDirectl
General | Aiction I From | To I Traffic I Ligtener | Fublic Hame I
JJJJ M arme: Redirect for example. com)

On that tab we find options that control the redirect functionality:

Redirect for example.com{1} Properties EE:

General I Action I From | To | Traffiu:l Listenerl Public: Namel
Pathz I Bridging | Ilzers | Schedulel Link Tranzlation G Weblirect

1 Send HT TP Redirect

Allrequests matehing thie iilelwill beiredirected tothis target zerner

Is:-:em,l:u!e 0

Frotocol of taroet senven
= HITF
COHTTRES

Fath tranzlation can be managed from the "'Paths" tab of thiz dialog.

MHate:

“When HT TP Redirection ig active, the following tabs
will be dizabled zince they do not affect redirecting:

"To", "Bndging", and "Link Tranzlation''

For all publishing rules, the redirect feature is initially disabled. For our example to work, we will
enable it, confirm the target host is “example.com”, select HTTPS as the protocol. See below for the
completed configuration:



Redirect for example.com{1) Properties E

General I Action I From | To | Traffiu:l Listener! Public Namel
Pathz I Bridging | [lzers | Schedulel Link. Tranzlation G: wiebDirect

ollective

@ S O F T W AR E

v Send HTTF Redirect

Al requests matching thiz mile will be redirected to thiz target zerver:

Ie:-:ample.u:u:um

Frotocol of target zerver:

Fath translation zan be managed from the "Paths’’ tab of thiz dialog.

Once the changes have been applied and the ISA servers synchronize to the new configuration (if you
have Enterprise edition), then we are all done. Now any requests for http://example.com/* will receive
an HTTP redirect response to the same URL, only in HTTPS.

Advanced Path mapping

Here we will provide some more information about controlling the URL path that your redirects will
use. Ifyou are already familiar with the “Paths” tab of ISA Server 2004, then you can probably skip
this section. WebDirect (starting with version 1.1) leverages the Paths tab for your Redirector rules,
and the functionality is very similar to mapping paths on a normal publishing rule.

OWA Redirection

If you need to route all incoming HTTP and HTTPS requests for the entire “example.com” server to
“https://example.com/Exchange”, you would configure rules as follows:

Firewall Policy

Gl M arne: Action Protocols |
E' 1  Real publishing rule for [Exchange® an HTTRS # Al 1!& HTTFS
@2 Redirect /* to [Exchange (@ elow L HTTRS

e 5_1_,3 : REdlrect HTTpt,:, HTTPS S ) @n"aw - LL:EHTTP i,

The first rule should be your real Secure Publishing rule. Ideally you will have set up this rule with the
Exchange publishing rule wizard. The paths below are only two of the ones that rule sets up. Leave
your paths as they were configured by the wizard.



Public Mame  Paths IBridgingl Uszers I Schedule | Link Translation

Thiz rule apples to requests for these external pathz. Before
forwarding a request, [54 Server modifies the external path and maps
it tor the comesponding internal path on the Web server.

Pathz muzt be distinct from each other. & path cannot be a prefis of
another path. Thiz iz true for extermal and internal paths.

_External Path | Irternal Path |

<zame az intermal: fEnchanges”

Add...
<zame az internal: fEwchiw/ebs” Edit.. i
2 |

This rule needs to be first, because any requests for the Exchange folder on HTTPS don’t need any
redirection. (If we were to put the redirect first, then it would become a loop where requests would
redirect through that rule forever!) Make sure you set up the paths correctly!

The second rule is the redirector that handles our path remapping. Follow the same steps as above for
creating a redirector rule, except this time use the same HTTPS listener that you are using for rule 1
(i.e. make it a “Secure” publishing rule).

After you finish making the rule, go into the properties and look at the paths tab. We will be
redirecting “example.com” to “example.com” with HTTPS on both sides. The Paths tab should be
configured as:

-_E_ sternal Path | Intemnal Path |
£ fExchange

\_I:—
IE
o

Edit.

Note that in this rule we say “/Exchange” and not “/Exchange/*”. This causes all HTTPS requests that
don’t hit the first rule to match here, and redirect to /Exchange (thus triggering rule 1 when the request
comes back). This way we herd everyone who doesn’t use “Exchange” onto the correct front page.

The third and final rule is the HTTP to HTTPS redirector. Set this up using the same steps as above for
creating a redirector rule. No special path rules are needed.

End result: So if someone types in “http://example.com/foo” they first get redirected to
“https://example.com/foo” by rule 3, then to “https://example.com/Exchange” by rule 2, then finally
rule 1 serves the real request to the Exchange folder on your OWA server.

“Folder Moved” Scenarios

In this case we begin with the exact scenario at the top of this document, but we have added a wrinkle.
A folder on our web server has been renamed from “OldFolder” to “NewFolder”. We don’t want
people with old URLs to encounter an error page, so here is how we will set up the rules:



Firewall Policy

D, = |Name I.ﬁ.ctiun |P'ru:ut-:u:u:u|s |
. ._q-_,J 1 Redirect OldFolder - = MewFalder g Allovs LU HTTRS

ailz  example.com @ Alow  LLEHTTRS

_g_,J 3 Redirect for example.com @ Allow [l-_‘_,i HTTP

Rules 2 and 3 are exactly the way we set them up in the first part of this document, to publish the server
and then redirect HTTP to HTTPS. But we insert a new, more specific rule before those. (If we put it
below the real publishing rule then it would never redirect because the real publishing rule would
always match first!)

Our rule 1 is a “Secure” publishing rule (must use the HTTPS listener). Set it up to redirect
“example.com” to “example.com” with HTTPS on both sides. The Path tab is where we set up the real
purpose of this rule:

General I Action I From | To i Traffi-:i Listenerl Public M ame
Faths | Eridging | Uzers | Schedulel Lirk Tranelation | {* webDirect
Thiz rule applies to requests for these external pathz. Before

fonwarding a request, 154 Server modifies the external path and maps
it to the cormesponding internal path on the Web server.

Paths must be distinct from each other. & path cannat be a prefis of
another path. Thiz iz true for external and internal paths,

E sternal Path | |ntermal Fath |
A01dFolder,™ MewFolder”

BHemayve I

Now any requests for “https://example.com/OldFolder/etc” will be redirected to
“https://example.com/NewFolder/etc”.

End result: If someone types in “http://example.com/OldFolder/MyWord.doc” then rule 3 will redirect
them to “https://example.com/OldFolder/MyWord.doc”. Rule 1 will send them to
“https://example.com/NewFolder/MyWord.doc”. Finally, the real publishing rule (rule 2) will serve
the word document that exists in the “NewFolder” folder on your web server.

Path mapping without HTTPS

If your redirect scenarios don’t call for HTTP to HTTPS redirects, you can follow the previous
example with the following changes:

® Rule 1 will use the normal HTTP listener (create it as a normal Web Publishing rule, then
convert it to a Redirect in the WebDirect tab).

® Rule 3 is not needed.



General path mapping rules

The examples shown here are just to illustrate common usage scenarios. You can use publishing rules,
secure publishing rules, and WebDirect redirection capabilities to solve almost any path mapping
problems. Just keep in mind to put your path-specific rules Aigher in the ordering than the path-neutral
“/*” rules. If you put the general rules first, then they will a/lways match, and your path-specific rules
won’t ever get a chance to work!

Additional assistance

If you are having trouble making WebDirect fit the redirection needs of your organization, please
contact our support staff, and we will do our best to help!



http://tix.collectivesoftware.com/
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